HOprl nojab3oBanus Cerbio

HaCTOSIHII/If/’I JOKYMEHT IPEACTaBIIACT coboit OTHO H3 BO3MOXXHBIX d)OpMaHBHBIX OnUCaHUI O6H_IerI/IH$[TI)IX HOpM CETEBOI'0 BSaMMOﬂCﬁCTBHﬂ,
CUHMTAKONIUXCA B OOJIBIIIMHCTBE CETEH (KaK BXOIANINX B CCTh I/IHTepHeT HEMNOCPEACTBEHHO, TaK MU JOCTYIHBIX M3 CETH I/IHTepHeT TEM MM HHBIM
OIMOCPEAOBAHHBIM 06pa30M) 00s13aTeIbHBIMUA K MCIIOJIHEHUIO BCEMH IOJB30BaTEe/SIMU. TaKve HIH aHAJIOTHYHbIE HOPMBI NIPUMCHAIOTCSA B OTHOLICHHUH BCEX
JOCTYITHBIX CETEBBIX PECYPCOB, KOI'la 3apaHee HE U3BCCTHHI IIPaBUJIa, YCTAHOBJICHHBIC BIAACIIbIIaMU 3TUX PECYPCOB CaMOCTOSATEIIBHO.

1  OrpaHuvenusi Ha HH(POPMALMOHHBII LIYM (caM)

Paspurne CeTr mpHBEIO K TOMY, YTO OJJHOH M3 OCHOBHBIX IPOONEM Mojk30BaTenel cran n3bbTok mHGopManym. Tloatomy cereBoe coobmiecTso
BBIPA0OTANO CrielMallbHBIC NPaBUIIa, HANpaBICHHBIC HA OTPaXKACHHE IOJB30BATENs OT HEHYXKHOH/He3anpomeHHoH mHdopmanun (cmama). B
9aCTHOCTH, ABJIAIOTCSA HEJOMYCTUMBIMHU:

MaccoBast pacchlIKa COOOIICHUH MOCPEICTBOM JIEKTPOHHOM ITOYTHI M JPYTUX CPEACTB IEPCOHAIBHOrO oOMeHa MHGopManued (BKIodas
CIy*Obl HEMEUICHHOH 10CTaBKU coobmieHni, Takue kak SMS, IRC u T.I1.), HHaYe KaK MO SBHO U HE/IBYCMBICICHHO BBIPA)KEHHOW MHUI[MATHBE
nonydarenei. OTkpbITas MyONMMKanus afpeca dIEKTPOHHOM MOYTHI MM JAPYrod CHCTEMBI NMEPCOHANBHOrO 0OMeHa MH(opManuel He MOXeT
CITY)KUTh OCHOBAHHEM I BKIIFOUCHHS aJipeca B KaKOH-T0O0 CITHCOK I MacCOBOM PacChIIKM cooOmeHui. Brimouenne aapeca, momy4eHHOTO
MOOBIM TyTeM (depe3 BeO-(hopMy, depe3 MOAMUCHOro poboTa ¥ T.II.), B CIHCOK aAPEecoB, IO KOTOPOMY MPOBOAHMTCS KaKas-IMOO pacchuIKa,
JIOMTYCKAETCsl TOMBKO MPH YCIOBHU HAJIWYMs HAJJIEKaIleH TEXHUUECKON MpONeayphl HOATBEP;KICHNS MOAMUCKH, FapaHTHPYIOLIEH, 9To ajgpec
HE TOoMajeT B CIMCOK MHAdve, Kak 10 BONIE Blajenbla aapeca. IIpomemypa moaTBepkaeHHs MOAMMCKH JOKHA MCKITIOYATh BO3MOXKHOCTD
NoNaJiaHus aJpeca B CIHMCOK aJIPecaToB KaKoW-THOO PacChUIKM (SAMHUYHOM WM PErylspHON) MO MHUIMATHBE TPETHHX JHI (T.€. JHIL, He
ABIIAIONINXCS BIAJCNbIAMU JAHHOTO azfipeca). O0s3aTebHO HaMMYie BO3MOXKHOCTH JUIS TF000TO MOAMUCYNKA HEMETIECHHO MOKUHYTH CITHCOK
pacchuIKn 6e3 KakuX-Mubo 3aTpyJHEHHH IPH BOSHUKHOBEHNWH y HETO TAaKoro jkenaHus. IIpn 3ToM Hamudie BO3MOXKHOCTH MOKHHYTH CITHCOK
caMo 1o cede He MOXKET CIIYXKUTh OIPABJaHUEM BHECEHHS a/IPECOB B CIUCOK HE 10 BOJIEC BJIA/IETIBIIEB aJPECOB.

OtnpaBka 2JIEKTPOHHBIX IHCEM H APYTUX COOOIICHHUH, COAEpIKAIINX BIOXKCHHBbIC (ailbl M/WIM MMEIOINX 3HAYMTENbHBIH 00beM, 0e3
MIPEeIBAPUTENILHO MOIYYEHHOI0 pa3pelleHus aapecara.

Paccbuika (MHa4Ye Kak 110 MPsAMOil MHUIIMATHBE MOTy4aTeis):

DJEKTPOHHBIX IMUCEM U IPYTHX COOOIIECHUIT (B TOM YUCIIE €AMHUYHBIX) PEKJIAMHOI0, KOMMEPYECKOT0 MJIM aruTalliOHHOTO XapakTepa;
ITucem u coobmeHn , conepKanux rpyosle ¥ OCKOPOUTEIbHBIE BEIPAXKSHUS H IPEITIOKCHHS.

Pacchuika cooleHuit, coaepxaiiux npocsoy rnepeciarh JaHHOE COOOIIEHNE IPYTUM JOCTYITHBIM Honb3oBarensiM (chain letters).

Hcnons3oBanue Oe3nuuHbIX ("poneBbIX'") aapecoB MHAYe, KaK MO0 MX MPSAMOMY Ha3HAYECHHIO, YCTAHOBJICHHOMY BIIAJENbLIEM aIpecoB
W/WIM CTaHJapTaMHU.

Pasmemenne B 00011 2IeKTpOHHON KOH(EPEHINH COOOIICHHUM, KOTOphIe HE COOTBETCTBYIOT TeMaTHKEe MaHHOH koHpepenmuu (off-topic).
3zech 1 nanee 1oj KOH(epeHIHer MoHuMaroTes TenekoHdepermy (rpymmel Hopoctei) Usenet u apyrue koH(MepeHInH, GOpyMBI U CIIUCKH
PACCHUIKH.

Pa3memenue B 110001 KOH(PEPEHIUN COOOIIEHNH PEKIAMHOT0, KOMMEPYECKOTO MIH aruTallHOHHOTO XapaKTepa, KpoMe CIIydaeB, KOTJia TaKHe
COOOIIEHNs SBHO pa3pelleHbl IpPaBHIAMH JaHHOW KOH(EpeHIHH JMOO0 HX pasMeleHue ObLIO COIIACOBAHO C BIIAACNBIAMU N
AIMHHHUCTPATOPAMH JAHHON KOH(EPEHIIMHU MPEIBAPHTEIIBHO.

Pa3zmemenne B 000 KOH(EPEHIMU CTaThH, COAEpIKAaIell IPHIOKeHHbIe (aliibl, KpOME CIydaeB, KOTZA BIOKEHHS SIBHO Pa3pelleHBI
NpaBUIaMH JAHHON KOH(EPEeHIHH MO0 Takoe pa3MeIleHHEe ObUIO COIACOBAHO C BIIAACNBLAMU WIM aJMHHHUCTPATOPAMH KOH(EpPEHIHU
IpeIBapHTEIbHO.

Paccpuika nH(pOpManMH NOMydYaTelsiM, paHee B SBHOM BHUJE BBIPA3HBIINM HEXEIaHHE MONYYaTh Ty WH(GOPMAIHIO, HHPOPMALHUIO TaHHOM
KaTeropuy iIn HHPOPMALHIO OT JaHHOTO OTIPABUTEIIS.

Hcnons3oBaHue COOCTBEHHBIX MM HPENOCTABICHHBIX HH(POPMAIHOHHBIX PECypcoB (IIOYTOBBIX SIIHUKOB, aAPECOB YIEKTPOHHOH IIOYTHI,
crpanny WWW ¥ T.1.) B KauecTBe KOHTAKTHBIX KOOPIHMHAT IPH COBEPILICHUH JIFOOOTO N3 BBHILICONMICAHHBIX ACHCTBUH, BHE 3aBHCHMOCTH OT
TOro, u3 kakoit Touk CeTH OBLIH COBEPIIEHBI 9TU JEHCTBHUS.

OcymiecTBiIeHNE JICATEIBHOCTH M0 TEXHUYECKOMY 00ECTICUCHUIO PACCHUIKH Clama (spam support service), Kak To:
= IleJICHATPABICHHOE CKAHUPOBAHHE COIAEPKUMOTO HH(POPMAIIMOHHBIX PECYPCOB C MEIBI0 COOpa aIPeCcoB DIIEKTPOHHOMN ITOYTHI M IPYTUX
CITyX0 JOCTaBKH COOOIICHHH;

~  pacmpocTpaHCHHE MPOrPaAMMHOTO 0OECIICUCHHS U1 PACCHUIKHU CIama;

co3zanHue, BeprdUKanys, IIOANepKaHue WIH PAacIpOCTpaHeHHe 6a3 NaHHBIX apecOB MICKTPOHHOU ITOYTHI WM APYTHX CIYKO JOCTaBKH
COOOIIeHNH (32 HCKIIIOUCHUEM CIydas, KOLla BIaJeNbIbl BCEX apecoB, BKIIOUCHHEIX B TaKylo 0a3y JaHHBIX, B IBHOM BHJIE BBIPA3UIIH
CBOE COIIaCHE Ha BKJIFOYCHHE aJPECOB B NAHHYIO KOHKPETHYIO 0a3y MAHHBIX; OTKPBITas IMyONMKAIUs ajpeca TaKOBBIM COIIACHEM
CUUTAThCS HE MOXET).



3anpeT HECAHKIHOHUPOBAHHOI'0 10CTYyINIa H CETEBLIX aTaK

He momyckaercs ocymecTBIICHHE MONBITOK HECAHKIIMOHHPOBAHHOTO JOCTyNa K pecypcaM CeTu, IPOBEICHUE CETeBHIX aTaK M CETEeBOr0 B3IOMa U
y4JacTHE B HHUX, 33 HCKIIOYEHHEM CIydaeB, KOI7la aTaka Ha CETEBOH pecypc MPOBOAUTCS C SBHOTO pa3pelleHHs BaJeiabla WIH aJMHHUCTPATOpa
3TOroO pecypca. B Tom uncie 3ampemieHs:

®  JleiicTBus, HaIpaBJICHHBIC HA HAPYIICHHE HOPMAJIBHOTO (yHKIHOHHPOBAaHHUS 31eMeHTOB CeTH (KOMITBIOTEpPOB, APYroro 00OpyIOBaHHUS HITH
MPOrPaMMHOT0 00€CTICUeHH ), HE MPHHAICKAIIMX MOIb30BATEIIIO.

JleficTBusI, HaNpaBICHHBIC Ha IMOMyYCHHE HECAHKIHOHUPOBAHHOTO AOCTyHa K pecypcy CeTH (KOMIBIOTEpY, APYroMy OOOpYIOBAHHIO WK
NH(MOPMAIIMOHHOMY pecypcy), MOCIEAyIoliee UCIONB30BaHUEe TAKOTO JOCTYIA, a TAKke YHHUYTOKCHHE WIH MOAU(UKAIMS IPOrpaMMHOIO
ofecrieueHNs WM JaHHBIX, HE MPHHAUICKALINX MOJIb30BATEII0, O€3 CONIACOBAHHS C BIIAJICNBLAMH 3TOr0 HPOrPAMMHOIO 00ECIICUCHHS WIIH
JaHHBIX OO aIMHHHUCTPATOpaMH AaHHOTo HH(OpMarHoHHOro pecypca. Ilog HeCaHKIHOHHPOBAHHBIM IOCTYIIOM HOHHUMAETCS JI000I
JIOCTYIH CII0COOOM, OTIIMYHEIM OT IIPE/IIONAaraBIIerocs BiaenbleM pecypea.

Ilepenaya xommbroTepam wiu odbopynoBanuto Cetn 6ecCMbICIEHHONW MK Oecrone3Hoil nHpOopMaLiy, CO3AI0IIEH NMapa3UTHYIO Harpys3Ky Ha
9TH KOMIIBIOTEPHI I 000pPYIOBaHHE, @ TAKXKE IPOMEKYTOUHBIC YIaCTKH CETH, B 00beMax, MPEBHIIAIIINX MHHIMAIBHO HEOOXOIUMBIC ISt
HPOBEPKHU CBSI3HOCTHU CETeH M IOCTYITHOCTH OTACNIBHBIX €€ HJIEMEHTOB.

IlenenanpaBneHHble ASHCTBHA 10 CKAHMPOBAHHIO Y3JIOB CET€Hl C LETbI0O BBHIABICHHS BHYTPEHHEH CTPYKTYpBI CeTe, CIHMCKOB OTKPBITBIX
IOPTOB U T.II., HHAYe KAaK B IpejeslaX, MUHIMAJIbHO HEOOXOAMMBIX UL IPOBEICHHS INITATHBIX TEXHHYECKUX MEPONpPHUITHH, HE CTaBSIIUX
CBOEH 1eNIbI0 HapyILlIEHUE IYHKTOB 2.1 1 2.2 HAaCTOAILETO JIOKyMEHTa.

Co0onenue npaBuJi, YCTAHOBJIECHHBIX BJIa/ie/IbIIaMH peCypcoB

Bnanenen Jmo6oro I/IHq)OpMaLII/IOHHOFO WM TEXHUYECKOro pecypca Cetu MOXeT YCTaHOBUTHL MJISI 3TOr0 pecypca COOCTBEHHBIE mpaBuja €ro
HCIIOJIB30BaHUA. HpaBmIa HCIIOJIb30BaHUsI PECYPCOB JIU00 CChUIKA HAa HUX Hy6J'II/IKy}OTCH BilageiibliaMi WIH aIMUHHCTpPATOpaMu 3TUX PECYpPCOB B
TOYKE MNOAKIIOYECHHUA K TaKUM peCypcaM U ABIIAIOTCA 00s13aTeIbHBIMUA K UCIIOJTHEHUIO BCEMH IOJIb30BATEISIMU ITHX peCypcoB. HpaBuna JOJDKHBI
OBITH JIETKO JOCTYITHBIMH, HAITUCAHHBIMHU C YI9€TOM PAa3HOTO YPOBHS IIOATOTOBKHN TIOJTB30BATENCH.

IIpaBuna ucronb30BaHUA pecypca, yCTaHOBICHHBIC BIaJeNblleM, He JNOMKHBI HApyMIaTh MpaBa BIIAJCTbIEB APYTUX PECypCOB MM IPUBOAUTH K
3JI0YTIOTPEOICHNSM B OTHOIICHUH JIPYTHX PECYPCOB.

TTonk3oBarens 00s3aH COGJ’IIOZ[&TI) IIpaBUjIa UCIIOJIB30BaAHUA pecypca oo HEMEUICHHO OTKAa3aTbhCs OT €r0 MCIIOJIb30BAHUS.

B cmyuae, ecnu mpaBuia, yCTaHOBICHHBIE BIaAeNIbLIeM pecypca, IPOTHBOPEYAT TEM MM HHBIM IMYHKTaM HACTOAIIETO JOKyMEHTA, B OTHOLICHHHU
JIaHHOTO pecypca MPUMEHSIOTCS NIPaBUila, YCTAHOBJIIEHHbIE BJIAJENIbLEM, €CIM 3TO HE BEJET K HapyIIECHUSM B OTHOLIEHUU APYTUX pecypcoB. B
cllydae, €ClIH BIIaJe/bleM IPYIIIbl PECYPCOB SIBHO YCTAHOBJIEHBI MPAaBUIIA TONBKO JUIsl YACTH PECYPCOB, MU OCTAJbHBIX IPUMEHSIOTCS IIpaBUIIa,
chopMyITHPOBaHHBIE B JTAHHOM JIOKyMEHTE.

Henonycrumocts ganscuduxanuu.

3HaunTeNbHAs YacTh pecypcoB CeTn He TpebyeT HACHTU(HUKALIMH MTOJb30BaTeNs U J0MyCKAaeT aHOHUMHOE HcTonb3oBaHne. OJIHAKO B Psijie Cllydacs
OT IOJIB30BaTelIs TpeOyeTcs MPeJOCTaBUTh HH(OPMANHUIO, HACHTHOHIUPYIOIIYIO €ro H HUCHOIb3yeMble UM cpeacTBa goctyma k Cetu. Ilpu stom
0JIb30BaTEllb HE JJOJIKEH:

hd Hcnonp3oBars PIHCHTPIq)I/IKaIH/IOHHBIe JTaHHBIC (I/IMeHa, anpeca, TeJ'ICd)OHI;I n T.l'[.) TPEThUX JIHUIL, KPOME CIy4acB, KOraa OTU JIHIA

YIIOTHOMOYIIIH IT0IB30BATENs HA TAKOE UCIONIb30BaHUE.
danscuduimposars coit [P-aapec, a Taxke aapeca, UCIONb3yeMbIe B APYTHX CETEBBIX MPOTOKOJIAX, IPHU Mepeaade TaHHbIX B CeTb.
Hcnons30BaTh HeCcyIIECTBYIOIUE OOpaTHEIE afpeca IPH OTIPABKE IEKTPOHHBIX IIHCEM U IPYTHX COOOIEHHH.

Here)KHO OTHOCHUTBCA K KOH(l)I/I}IeHLU/IaJTLHOCTI/I COOCTBEHHBIX I/IZ[GHTH(l)I/IKaLH/IOHHBIX PEKBU3UTOB (B YaCTHOCTH, naponeix’l U IPOYHUX KOAOB
ABTOPU30BAHHOTO ﬂOCTyHa), YTO MOXCT NPUBECTU K HCIOJB30BAHHUIO TEX WM HHBIX PECYpPCOB TPETBUMH JIMIIAMU OT UMEHHA HJAaHHOIrO
TIOJIB30BATEIIA (C COKPBITHEM, TAKUM 06pﬁ3OM, HUCTUHHOT'O HCTOYHHUKA Z[efICTBHﬁ).

Hacrpoiika co0CTBEHHBIX pecypcoB
Ilpu pabore B cetn VHTepHET MONB30BATE]Ib CTAHOBUTCS €€ IMOMHOMPABHBIM YYaCTHHKOM, YTO CO3/aeT MOTCHIHAIBHYIO BO3MOXHOCTB IS
UCIIONIB30BAaHUS CETEBHIX PECYpPCOB, NPHHAUICKANINX IIONb30BATENIO, TPETPHMH JIMIAMH. B CBS3H ¢ ITUM NOIb30BaTeNb MODKEH HPHHATH

HaJUIe)Kalle Mephl 10 TaKOH HACTPOIMKE CBOMX PECYpCOB, KOTOpas IPEISTCTBOBAa Obl HETOOPOCOBECTHOMY HCIIONB30BAHHIO 3THX PECYPCOB
TPeThUMH JIULAMH, a IPU OOHAPY>KEeHHH CIIy4aeB TAKOTO UCIOIb30BAaHUS IPHHUMATD OIIEPATHBHBIE MEPHI 10 UX MPEKPAIIEHHUIO.

IIprmepaMu MOTEHIMAIBHO TPOOJIEMHON HACTPOMKHU CETEBBIX PECYPCOB ABISIOTCS:

° OTKPBITBIE PETPAHCIATOPBI AIEKTPOHHO mouThl (open SMTP-relays);

®  obuienocTynHsle Ui HEaBTOPH30BAaHHOM MTyOIHKALIMK CepBepbl HOBOCTEH (KOH(bepeHIHi, rpyr);

®  cpencTsa, HO3BOIAIOLINE TPETHHM JTHI[AM HEABTOPU30BAHHO CKPHITh HCTOYHUK COCHUHEHHS (OTKPBITHIC IIPOKCH-CEPBEPHI H T.IL.);
L]

06IJ.IGIIOCTYHHHC IIUPOKOBEIIATEIBHBIC aApe€ca JIOKAJIIbHBIX CeTeﬁ, TIO3BOJIAIOIIUE MPOBOAUTE C X ITOMOIIBIO aTaKU THUIIA smurf;
OJIEKTPOHHBIC CITMCKH PACCHIIKH C HE/IOCTATOYHON HaJIe)KHOCTHIO MEXaHU3Ma TIOATBEPKACHUA IOAITMCKH UIIA 6e3 BO3MOKHOCTH €€ OTMCHBI;

WWW-CallTBl W Apyrue MOJOOHBIE PECYpCHI, OCYIISCTBISIOIIME OTIPABKY KOPPECHOHACHIMH TPETHHM JIMIAM IO aHOHHMHOMY HWIIH
HEJJOCTAaTOYHO ayTeHTH(HIIMPOBAHHOMY 3a1IpocCy.



